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Introduction

Quantify security is multilayered; and is comprised of Roles and Permission assignments and optional
Location-Based Security. Permissions are assigned to roles, which in turn are assigned to end-user
accounts.

End-user Account

Each Quantify end-user will have an Account created for them with an assigned Role. A Role dictates
what the end-user can and cannot do when logged into Quantify.

Roles and Permissions

A role is a group of permissions. There are seven standard roles available in addition to the
Administrator role. Three additional roles may be custom created if needed. Each role has a set of
permissions that match tasks that an end-user assigned that role has the ability to do in Quantify. The
group of permissions assigned to roles may be modified as needed.
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The Administrator role has all rights and permissions and may not be customized. All other roles may be
customized as needed.

Permissions Types

There are three types of permissions, Invisible, Visible with Full Permissions, and Visible with Partial
Permissions.

Invisible

The ‘View’ level of a Permission section in the Permissions for Role dialog controls whether the item will
be visible to the end-user. If unchecked, then the Role will not see this item when logged into Quantify.
In this example an End-user assigned this Sample Role would not see the Invoices tab when logged into
Quantify.

p
Permisscns for Role

Mame Sample role|

(i) Role is location-bound: Yes
IUsers assigned to this role must be added to a location before
these permissions will take effect.

Permissions {items in bold are location-bound)
- ["|Estimate Pivots

.| Impart From Bidmaker Bid

.|| Print Preview Selected Estimate

[ view Invoices

D ALUAIEgLS INVOILES

-[| add/Edit/Delete Taxes

Visible with Full Permissions

'V]view Consumable Catalog
V| Add/Edit Categories When the View checkbox is checked and all checkboxes
\V|Add /Edit Parts within that section have been checked, then the role has

/| Consumable Reports full access to the feature.
J/ Delete Categories

|V/|Delete Parts .
— : In this example the End-user would be able to access and
|V |\Drag/Drop Categories

[¥]Find And Replace view the Consumable Catalog, and would have full access to
'Jflmport Consumable Catalog the Consumable Catalog functionality.

Visible with Partial Permission
If the View item is checked, the tab or feature is viewable by the role. Partial permissions may be
assigned using the additional checkboxes within that Permission section.
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. "
Permizzons for Role

Mame Sample role|
I i) Role is location-bound: Yes
In this Role, the Estimates tab Users assigned to this role must be added to a location before

.. these permissions will take effect.
would be visible to the End-user. ?
Permissions (items in bold are location-bound)

This Role has partial permissions ~[C|Employee Pivot e

. - |Employee Reports
E . Ol
for the Estimate feature -[|void Shipments For Employees

View Estimates

This role may convert an -] Add Estimate |j|
estimate to a reservation or Edit Estimate r
. -[f | Convert To Reservation
convert t.he estimate to a Se!l - [7]Convert To Sel Transaction
Transaction, but may not Edit [T Convert Ta Shipment
Estimates. -["| Delete Estimate
-["|Estimate Pivots
. . . [ |Import From Bidmaker Bid
This rc?le may also print pr_eVIeW -[¥]Print Preview Selected Estimate
an estimate. All other Estimate T View Invoices
functionality is disabled for this -|] Add /Create Invoices
role -] add/Edit/Delete Taxes
[ gillable Job Site Summary Report
-] Edit Invoice

----Dlnvuice Additional Charge Pivot

----- []view Additional Charge Cost Column

----Dlnvuice Pivot i

Standard Roles

Quantify is installed with seven Standard Roles, which are assigned default permissions. The
permissions assigned to the standard roles may be edited as needed. As the Administrator role has all
rights and permissions and may not be edited, it is not displayed in the Roles dialog. In addition,
Quantify includes three custom roles that may be edited and customized to create nonstandard roles.

To access the Roles, select ‘Edit Permissions...” from the Security drop down field on the Users tab. The
‘Roles’ dialog will launch.

Organization | Customers I Vendors | lsers | Products
@ & &7~ | [AReports ~ Category
Y security vl 43 Part Mur

| Edit Permissions. .. I

Assign Users to Job Sitnl:f'gand Groups...

Assign Customer Users to Job Sites and Groups. ..
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Roles

-
E 0] Close
o Changes to roles are not applied to users until they restart Quantify.
MName Location-Based

Location Manager Yes
Billing Yes
Sales es
Pick =
Delivery g
Custom1 fes
Custom2 fes
Custom3 fes
Customer fes

Editing a Role

To edit a Role, double-click; or focus on the role and click the EDIT button. The ‘Permissions

for Role’ dialog will launch.

Custom Roles

To create a custom role, edit one of the three provided Custom Roles from the ‘Roles’ dialog. In this

example Custom1 will be edited to create a new customized role.

Focus on Custom1 and then edit the role. This will launch the ‘Permissions for Role’ dialog for the

Custom1 Role.

Enter the name for the new role in the Name field. In this example, the role will be named Receiving.

e

MName Receiving|
(i) Role is location-bound: Yes
these permissions will take effect.

Permissions (items in bold are location-bound)

Users assigned to this role must be added to a location before

ew Additional Charges

Add/Edit Categories

Add/Edit Units Of Measure

[~ Add/Edit/Copy Additional Charae
Additional Charge Reports

opy Additional Charge Item
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Check off the View checkboxes and additional permissions controls in the Permissions section as
appropriate for this new role.

Click OK when ready. Note that the Receiving role is now visible in the 'Roles’ dialog.

Creating User Accounts, Roles, and Locations

End-user accounts are created and maintained on the Users tab.

To Add a User Account to the database, navigate to the Users tab and click the AbD button. This will
launch the ‘User’ dialog.

EII:::I | Organization I Customers | Vendors | Users I_
o [ & Y- @ |[3reports -

,

Details
Active

First Fred Complete the Details section on the ‘User’ dialog.

Last Flintstone
_ S First: enter first name of Account Holder. Thisisa
1 ates PR required field.

Title Corporate Manager

Email Last: enter last name of Account Holder. Thisis a

. . required field.
flinstone @email. com

Phones All other fields as shown are optional.
I Phone WM NN
Fax HHH-NHH-HHHK
Cell WA RN NN
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Complete the Profile section on the ‘User’ dialog.

Role: assign a Role to this account. Select the
Role drop down and choose from the =
appropriate role for this End-user. Thisis a rene
required field.

Role Corporate Manager -
In this example, the End-user has been assigned Username flintstone
a Corporate Manager role. Password R
Username: assign a Username to the account. Limit view to this location
The user name must be unique to the database. Kensington Yard -
This is a required field.
Limit view to this location: if there is more than s
one Branch Office in the database, the account Any notes regarding Mr. Flintstone may be entered
may be restricted to view one location. Thisisan  here. These notes will appear on Security reports.|
optional field. If not selected then the Account

will be able to view all locations.

Notes: enter any optional notes as needed.

Click OK when ready. Ok, ] [ Cancel

Customer Accounts

Customer Accounts can be created to allow customers to view their own information in Quantify.
Customer account views are limited to their own job sites, shipments and invoices.

To login through a customer account, the customer must be on the same network as the Quantify
database or have access through Quantify Web. See the Quantify Web guide for additional information.

Set up a Customer Account

Customer accounts are created for Customer Contacts through the company record on the Customers
tab. In the example below a Customer Contact is added to an existing company record.

-

Customer
General .‘Locat'ons X
‘ The customer contact will be added through the
Customer name Number
: e ADD button.
Santa Cruz Spedialty Services CUS-0000007
/| Active . . .
[shipping... [+ ] (@) Email This launches the ‘User’ dialog where the
851 Ramona Avenue customer contact will be entered.
Albany, CA 94706
Web page address
‘ :! Edit 38 Delete
First Name Last Name Can Login Username
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User L—
First Charlie Profie
Last Customer Role | customer -
I Title Username ceustomer
Email Password sEsssaes
Phones
Notes
Phone
Fax
Cell
@ Active - Allow this user to log in and view items
= assigned to the customer that they belong to. [ 0K ]| Cancel |

-

Required fields for Customer Contact include, First, Last, Username, and Password. Other fields are

optional and can be used as needed.

The Role field defaults to Customer and is the only Role available for customer contacts.

The ‘Active — Allow this user to log in and view items assigned to the customer that they belong to’
check box is checked by default. This check box must be checked in order for the customer to log in to

Quantify.

Click OK when ready. The Customer Contact has been added to the Customer record and will be able to

log in and view their own information in Quantify.

The Location tab on the Customer record displays
the locations the customer contact will be able to
view.

As job sites are added for this customer in the
database the customer contact will automatically
be added to those locations.

If Location-Based Security is turned on, see the
Multi-Assign Customer Accounts to Job Sites
section for adding Customer accounts to Job Site
security.
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Customer

l(;enefal Locations i
@@

© Add/edit Job Sites or Groups in your

Name Active

Children's Hospital Yes ‘
Boardwalk.Community Building | Yes ‘
Boardwalk Yes ‘
A new Job Yes ‘
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Location-Based Security

Location-based security allows individual users to be assigned to specific locations. Once assigned these
users will only be allowed to perform their role at locations they are assigned to. For example, you may
have billing personnel at two different branch offices who can create invoices for their own locations,

but not each other’s location.

Enabling Location-Based Security

To set up Location-based Security the feature must first be enabled globally. Once Location-based
Security has been turned on, then user accounts can be assigned to their appropriate locations.

To turn on Location-based Security, select Global Options from the Tools menu. On the General tab,
check the ‘Enable location-based security’ check box.

-

Global Options

General |Bi||ing | Reports I Mames and Labels I Products | Shipments I Job 5ite Options I Motifications

Google features

Automatically geocode addresses when
entering (required for Google Earth feature)

Google maps key (used by mobile tools)

Visit http: ffcode.google. com/apis/maps fsignup. himl
to obtain a key for your server,

Roles and Location-Based Security

Location-based security

(i) Location-based security allows you to assign

users to spedfic locations, These users will only
be allowed to perform their role at locations
they are assigned to.

Enable location-based security

Not all roles are location-based. The Administrator role has all rights and permissions for all locations
and is not Location-based. The role Corporate Manager is bound by permissions but not by location. All
other standard roles are location-based. The Location-Based status of a role can be viewed on the

‘Roles’ dialog.

Roles

@ |©

MName
Corporate Manager
Location Manager
Biling
Sales
Pick
Delivery
Receiving
Custom2
Custom3

Customer

@ Changes to roles are not applied to users until they restart Quantify.
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Permissions and Location-based Security

Not all permissions are affected by Location-Based Security. The permissions that are affected by
Location-Based security are displayed in bold text in the ‘Permissions for Role’ dialog. The example
below shows sample permissions for the role ‘Location Manager’. In the Estimates section the ‘Edit
Estimate’ and ‘Delete Estimate’ permissions are displayed in bold. These permissions are affected by
Location-Based security when Location-Based security has been turned on.

With Location-Based security being used in the database an end-user with the Location Manager role
would only be able to edit and delete estimates for locations (branch offices) that they were assigned to.
The other estimate permissions in the Estimate section are not location-based and there would be no
location-based restrictions for these permissions.

P
Permissons for Role

MName oCatio anagel

(i) Role is location-bound: Yes
Users assigned to this role must be added to a location before
these permissions will take effect.

Permissions (jtems in bold are location-bound)
:..[¥]void Shipments For Employees

i.l'iew Estimates

-[W] Add Estimate

|: ¥ edit Estimate |

--|¥|Convert To Reservation

[ Convert To Sell Transaction

[ Convert To Shipment

| 7| Delete Estimate |

[ |Estimate Fivots

-[¥|Import From Bidmaker Bid

-[¥]Print Preview Selected Estimate

Branch Office Location-Based Security

Branch Offices and Laydown Yards have four security areas. Each area is responsible for controlling a
different security area for the location. End-users need to be assigned to each of the separate security
areas in order to perform the tasks or features within that security area for the Branch Office or
Laydown Yard.

To access Branch Office security, edit the Branch Office and navigate
to the Security tab. Note the Security tab is only visible when
Location-Based Security has been enabled in the database.

Branch Office

[ { - 1
| General Security

P 9
age January 2012



Branch Office Security Areas
The four security areas and their associated tasks and/or features are outlined below.

Can ship TO this location from another branch The ‘Can ship TO this location from another branch
office or laydown yard office or laydown yard’ security section displays the

End-users that have the ability to ship deliveries to this

! branch from another branch.

Mame a User MName Role

Barney Rubble brubble Location Manage To maintain this list click the CHANGE... button.

To assign an end-user account to this security area,
check the check box for the end-user account.

Click OK when ready.

Can ship FROM this location to another branch Thc'e Can ship FROM thl|s Iocatuon to .anotr.'ner branch
office or laydown yard office or laydown yard’ security section displays the

end-users that have the ability to ship deliveries from
. this branch to another branch or laydown yard.

Change...

Mame # Usger Mame Role

E}arney F!.Ul:ll:ll'-.'_' hruhhle Location Ma age TO maintain thiS "St C“Ck the CHANGE... button.

Users assigned to this location (dick for detail)

The ‘Users assigned to this location (click for Lo |

detail)’ hyperlink lists various additional task Roale
areas controled by this security section.

Marme 4 User Name

brubble

Barney Rubble Location Manag

M Il Kli Billi
Click the hyperlink to view a list of these e e d

tasks. Wilma Flintstone | wilintstone Sales

Use the CHANGE... button to maintain the list of end-users assigned to this security section.

End-users assigned to this security section will be able to perform these tasks for this branch office or
laydown yard, limited by the permissions assigned to their role.

-— | B

%1

|Jsers assigned to this location can do the following (provided that their role allows t
Create deliveries to Job Sites from this location

Create returns from Job Sites to this location

Add estimates

Add transactions

Create Job Sites under this location

Create Laydown Yards under this location

cleeeEe
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Default users for new job sites added to this The ‘Default users for new job sites added to this branch
branch office (does not indude new groups) office (does not include new groups’) security section
allows end-users to be automatically added to job site

Change... . . .
. security when new job sites are created.

Mame

a ser Name Role

brubble

Barney Rubble Use the CHANGE... button to maintain the list of end-users

assigned to this security section.

Location Mana

Maxwell Klinger

|'|.'I.|'i|ma Flintstone |wﬂintsb::ne |Sales

Job Site Location-Based Security

Certain tasks for job sites can be restricted to end-users assigned to the job site through Job Site

Location-Based Security. The tasks as shown below can only be performed by end-users assigned to a
job site through Job Site Based Security.

e

j’, D@g-‘

—

Users assigned to this location can do the following {provided that their role allows them)
|1} Create deliveries to this location

Ii)| Create returns from this location

I.i)| Change biling options

||} Create Groups belonging to this location

The Security tab on the Job Site will display the end-users that have been assigned to the job site and
will have the ability to perform these tasks, limited by the permissions assigned to their role.

| General | Scaffold Tags | Biing || Security [Shipment Properties |

Use the CHANGE... button to maintain the end-users Users assianed to this location (dlick for detail)
assigned to this job site.

Name 4 User Name Role

Maxwell Klinger | klinger Billing
Wilma Flintstone | wfiintstone Sales

Multi-Assign End-users to Job Sites

The Multi-Assign feature can be used to assign end-users to multiple job sites at once. Select ‘Assign
Users to Job Sites and Groups...” from the Security drop down on the Users tab.

| QOrganization I Customers I Vendors | Users | Produ

W@ &7 @ (D reports - @ [

) security || 12 Type
Edit Permissions. ..

| Assign Users to Job Sites and Groups... M |

Assign Customer Users to Job Sites and Grolfj%.s. .
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' ——— T
Multi-Assign User to Job Sites and Groups
The ‘Multi-Assign User to Job Sites and

Groups’ dialog launches.

Select the End-user from the User field User Klinger, Maxwell (Biling) -
drop down.

Assignment to job sites and groups
Job Sites this end-user is assigned to will

. ) Chedc All | Clear All | Chedk All Under Branch Office | <5
be automatically checked in the -

Assignment to job sites and * md
----- 3 Kensington Yard
groups section. ¥ Consumables
----- El To Be Serviced
Add or remove job site assighments as =4 Out of Service
appropriate for this end-user by adding ~{}4 Children's Hospital
or removing check marks. D‘i James Community Center - 12458
DM Scaffold Tag Job
----- i Mew York Yard

The CHECK ALL and CLEAR ALL buttons may

. -z Qut of Service
be used to quickly select all or remove

----- “® | aydown Yard

m

all check marks. Tl Anew Job

D‘i Boardwalk - Customer name
When focus is on a Branch Office level, L0 Community Building
the CHECK ALL UNDER BRANCH OFFICE [} Carpenteria - 9653
button will be available to select jobs [l ity Hall - 4525
sites for that Branch Office. ~{CJ Dawson Station - 7845

D‘i Korean Church

[Tl Symphony Hall - 4563
{4 Train station - 5125 il

Click OK when ready.

Multi-Assign Customer Accounts to Job Sites

The Multi-Assign feature can be used to assign Customer Accounts to multiple job sites at once. Select
‘Assign Customer Users to Job Sites and Groups...” from the Security drop down on the Users tab.

ﬂ Security -

Edit Permissions. ..
Assign Users to Job Sites and Groups. ..
Assign Customer Users to Job Sites and Groups. .. e |

Select the Customer from the Customer drop down. This will populate the User drop down field with
Customer Contacts set up for the Customer. Select the User from the User drop down. The Job Sites
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associated with the Customer will populate the Assignment to job sites and groups section. Check
the checkboxes for the sites for the User. Click OK when ready.

© o

Multi-Aszign User to Job Sites and Groups

Customer Santa Cruz Spedialty Services -

Lser Customer, Charlie {Customer) "]

Assignment to job sites and groups

Chedc All | Clear All | Chedk All Under Branch Office | <5

Santa Cruz Spedalty Services Job Sites
[ |4 Anew Job
m Boardwalk - Customer name
- LT community Building

Security Reports

Security Reports are available from the Reports drop down on the Users tab.

Wl End-user and Security Reports available:
List of Users... List of Users...

My Locations. .. Users Assigned to Locations...
Customer Users Assigned to Locations...
| Users Assigned toLocations... 8
. Wy
Customer Users Assigned to Locations... My Locations... this report is available to non-
administrative end-users to view the locations that
they have been assigned to.

Page 13 January 2012



	Security
	Introduction
	End-user Account
	Roles and Permissions
	Permissions Types
	Invisible
	Visible with Full Permissions
	Visible with Partial Permission

	Standard Roles
	Editing a Role


	Custom Roles
	Creating User Accounts, Roles, and Locations
	Customer Accounts
	Set up a Customer Account

	Location-Based Security
	Enabling Location-Based Security
	Roles and Location-Based Security
	Permissions and Location-based Security
	Branch Office Location-Based Security
	Branch Office Security Areas

	Job Site Location-Based Security
	Multi-Assign End-users to Job Sites
	Multi-Assign Customer Accounts to Job Sites


	Security Reports


